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ABSTRACT 

Given the serious privacy and security threats posed by IoT devices, it seems prudent to 

encourage customers to make more privacy- and security-conscious purchases. There has been a 

rise in the number of IT firms doing studies on how to best put cloud and IoT to use. The Internet 

of Things may support a wide variety of systems and technologies, including those necessary for 

"smart" homes and cities. Smart items built on the Internet of Things may exchange information 

with other devices and systems, including proxies, mobile gadgets, and information collectors. In 

spite of the many positive outcomes that have resulted from IoT research and development, the 

security and privacy concerns that have persisted throughout the process have been identified as 

significant obstacles to its widespread adoption and further advancement. The biggest problem 

with the IoT is that security and privacy concerns have not been adequately addressed at any of 

the several layers. Many research has proposed strategies for improving security. To keep IoT 

safe, you need a comprehensive security architecture that addresses problems at every level of 

the IoT stack. This article provides an overview of the problems and solutions related to security 

and privacy in the Internet of Things (IoT). In addition, it illuminated the security needs specific 

to the IoT ecosystem and provided some potential solutions. 
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INTRODUCTION 

For the sake of providing a service to a user, physical items in the IoT are networked through an 

internet connection. As new applications for IoT devices become available and as their prices 

decrease, their market share and social acceptability continue to climb. The growth of 5G 

network technology is encouraging this pattern by facilitating higher traffic volumes and lower 

latency connections, both of which greatly enhance the quality of services supplied by IoT 

devices. Consumers may get a great deal of benefit from IoT devices since they make previously 

impossible features available, enhancing their standard of living. With a smart thermostat, for 

instance, homeowners may choose their preferred temperature from afar or even do away with 

the need for manual heating adjustments altogether. 

There are clear advantages to using IoT devices, but there are also important privacy and security 

concerns that arise as a result. Many Internets of Things devices lack even the most basic forms 

of security, such as proper encryption or authentication. As an added security precaution, 
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manufacturers often capture extremely sensitive data, such as how much energy is used. It is 

possible for the owner's privacy to be violated in a malicious or accidental way when such 

information is shared with external third parties. 

The term "Internet of Things" (IoT) is used to describe the notion of wired or wirelessly linked 

everyday items and gadgets. Because of its widespread use in fields as diverse as 

communication, transportation, education, and economic growth, IoT technologies have recently 

gained a great deal of attention. The notion of hyperconnectivity was pioneered by the IoT, 

allowing for seamless communication across geographically dispersed businesses and people. To 

popularize the idea of Radio Frequency Identification (RFID), which incorporates embedded 

sensors and actuators, Kevin Ashton coined the word "IoT" in 1999. However, the concept was 

first presented in that decade. The term "pervasive computing" or "embedded Internet" was used 

to describe this concept at the time. Ashton proposed the Internet of Things as a means to 

enhance operations across the supply chain. In contrast, IoT's many uses have contributed to the 

technology's meteoric rise in popularity since the summer of 2010. The Chinese government has 

launched a five-year strategy to make IoT a top priority. Currently, there are an estimated 26.66 

billion IoT devices in use throughout the globe. In 2011, home automation, wearable gadgets, 

and smart energy meters entered the mainstream. Businesses have benefited from the fast growth 

of IoT, which has enhanced market research and commercial strategy in a number of ways. 

Likewise, IoT's introduction of automated services has boosted people's quality of life. However, 

the increasing privacy and security threats that come with an unchecked growth are not worth the 

risk. 

LITERATURE REVIEW 

R. Singhai and R. Sushil (2021)The Internet of Things makes the global smart city concept 

possible. There are many different types of intelligent communities, including those with "smart" 

homes, farms, environments, fitness programs, governments, etc. The oil refining, gas mining, 

and manufacturing industries all make use of IoT as well. The Internet of Things (IoT) has 

several benefits, including increased productivity, reduced costs, increased energy output, more 

reliable forecasts, and a lot of time and effort saved by its users. System and data processing 

heterogeneity is rising, and with it comes security vulnerabilities. It's the security and privacy 

concerns that are keeping the Internet of Things from taking off. In this study, we look at many 

concerns about the privacy and safety of IoT devices. 

Lin, H.; Bergmann (2016) Key future requirements are highlighted in the study. In addition, the 

financial and human resources available to implement security and privacy vary considerably 

between application areas. Human concerns may be as significant as technological ones in the 

home. After conducting a comprehensive site inspection for reliable Smart Home systems in 

preexisting buildings. Considering the limited resources of these devices and the need for high 

system availability, a gateway design was chosen. There are two main technologies that may 

help with auto-management of the system. First and foremost, enabling auto-configuration for 

the system would strengthen the security of the system. Second, constant secure functioning of 

the system necessitates the automatic upgrading of system software and firmware. 
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Li, Shancang&Tryfonas (2016) Enabling technologies such as identifying and tracking 

technologies, WSN and RFID, communication, networks, and service management are discussed 

after a thorough analysis of cross-layer risks is presented. The Internet of Things necessitates an 

upgraded security architecture in line with emerging technology standards. Therefore, these 

updated norms need to be included in any future IoT security design. In order for the Internet of 

Things to function properly, it is crucial that all connected devices and service-based applications 

have adequate security measures in place. Several aspects still haven't been fully resolved, 

including security, privacy, network protocols, standardization, identity management, trusted 

architecture, and more. Implications for Practical Use This study summarizes the existing 

security needs for the Internet of Things (IoT), and presents a transparent design of security 

infrastructure based on four levels. Thereby, the four-layer architecture's security needs and 

possible dangers are laid out in terms of generic device security, communication security, 

network security, and application security. 

Surya, Lakshmisri. (2016).This study analyzed topics related to the safety and effectiveness of 

IoT in cloud computing, such as security and implementation methodologies. The results show 

that serious security issues and dangers persist and must be dealt with. In order to do this, it will 

be necessary to plan the architecture and modify the existing code. Security issues related to the 

Internet of Things (IoT) in the cloud are extensively discussed in this article. These issues 

include user privacy and cybersecurity risks. 

IOT SECURITY ISSUES 

The three pillars of information security—privacy, integrity, and accessibility—apply equally to 

the Internet of Things. Security in the IoT is difficult because of its various shortcomings, such 

as the diverse nature of the nodes that have access to the internet with fewer incorporated 

protective device. This section begins with an explanation of the many layers of the IoT and their 

respective security concerns, moves on to a discussion of the needs and risks of IoT security, and 

concludes with some suggestions for improving that security. 

A. Security Issues at each Layer 

Perception Layer 

IoT nodes are often deployed in the wild, where they are vulnerable to human interference as 

well as environmental hazards. Due to these factors, IoT nodes are susceptible to physical 

assaults; for instance, an attacker who gains physical access to a device may alter its 

components. The mobility requirements of many IoT applications also make them more 

vulnerable to attack. Furthermore, this layer often comprises RFID-equipped sensors and 

wireless sensor networks, both of which present several security issues such as data loss, 

tampering, cloning, and man-in-the-middle attacks. These nodes are especially susceptible to a 

wide variety of assaults because of their minimal storage capacity and limited compute 

performance. The replay attack is a good example of an attack that may easily exploit the privacy 

of this layer by spoofing or replaying the identities of connected devices. And there's also the 

timing attack, when the attacker figures out the encryption key by watching how long it takes to 
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decrypt data. Attacker nodes might create malicious data in this layer, endangering data integrity 

and raising the possibility of a denial-of-service assault. Encryption, stenography, access control, 

and authentication to verify sender identity may alleviate most security concerns at this level.  

Network Layer 

Data eavesdropping, denial-of-service attacks, unauthorized access, destruction, virus assaults, 

Man-in-the-Middle, etc., are common targets at this layer. Through traffic analysis and 

eavesdropping, hackers may compromise users' anonymity and security in a network. The 

likelihood of such assaults is raised by the IoT's remote access techniques and the inherent nature 

of data transmission. To prevent theft or hacking, the method used to exchange keys must be 

very secure. IoT communication raises new security concerns not often seen online. In contrast 

to the human-to-machine interactions typical of the internet, the communication in the Internet of 

Things occurs only between devices. Despite the delicate nature of the data they send, these 

devices' communications violate common security rules. Intruders in the network may learn 

additional details about the user and his or her IoT devices, which can then be used for illegal 

purposes. Both network security and object security are paramount in the Internet of Things. 

Although modern network protocols have effective safety features, they do not account for the 

diverse character of the Internet of Things. Objects need to be aware of the present condition of 

the network and react to any suspicious activity. This degree of security may be attained with the 

aid of high-quality protocols and programs.  

Application Layer 

Due to the absence of standards that control the interface and application development process, 

there are various problems with application security. It is challenging to verify identity and data 

privacy in applications that use several authentication protocols. This layer handles traffic 

control, making it vulnerable to denial-of-service attacks. Furthermore, the service availability 

might be impacted by the high volume of data analysis applications caused by the large number 

of connected devices and data produced. When creating apps for the Internet of Things, 

developers must account for the variety of ways in which end users will engage with the software 

and the massive amounts of data that will be produced as a result. 

B. General Security Requirements and Challenges in IoT 

The primary security concerns for the Internet of Things are explored at length. The table1 below 

provides a summary of the five most important needs for IoT security. 

Due to the constraints of IoT devices in terms of capacity and capabilities, conventional security 

solutions provide a significant obstacle in the way of meeting these needs. 

 

 



International Journal in Management and Social Science  
Volume 09 Issue 12, December 2021 ISSN: 2321-1784 Impact Factor: 7.088 
Journal Homepage: http://ijmr.net.in, Email: irjmss@gmail.com                               
Double-Blind Peer Reviewed Refereed Open Access International Journal  

  

93 International Journal in Management and Social Science 
http://ijmr.net.in, Email: irjmss@gmail.com 

 

TABLE I. SECURITY REQUIREMENTS IN IOT 

Confidentiality Information transmission between objects 

must be protected from attackers. 

Authorization Object privileges should be restricted 

where they can access the resources, they 

need for specific tasks only. 

Authenticity The access to the system and sensitive 

information is allowed for legal users 

only  

Integrity Ensuring data accuracy and completeness 

and keep it from any tampered. 

Availability To avoid any possible operational 

interruptions or failures, the availability 

and continuity of the security service 

must be increased. 

 

IoT security requirements attainment faces additional problems, which may be summed up as 

follows: 

• Date Volume: Many IoT systems may need a big volume of data at the central network, 

despite the fact that the vast majority of IoT applications make use of limited communication 

channels. 

• Constraints in resources: Because of their limited resources, many IoT nodes have low-

bandwidth communication channels, preventing them from using various security measures, 

such as public key encryption method. 

• Protection: Most RFID systems suffer from a lackluster authentication process that makes it 

simple to trace tags and identify things. An intruder can read, change, and remove information 

with ease. 

• Scalability: The Internet of Things is made up of countless nodes and is constantly growing. 

As a result, its protections need to be flexible enough to grow with the system. 

• Autonomic control: Connectivity and platform-specific configuration are two essential 

requirements for IoT nodes. Since IoT relies so heavily on automation, it requires increased 

levels of control and security, and as a result, it must include methods and techniques such as 

self-configuration, self-management, and self-healing. 
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C. Some proposed solutions for IoT security 

There have been studies conducted with the goal of enhancing IoT security and proposing 

ways to solve security concerns. In, Tahir et al. developed the ICMetric framework for 

cryptographic key-based security of the Internet of Things. 

To address the issue of key theft and to enable the prevention of illegal access, ICMetric 

technology provides an extra layer of cryptographic algorithms. A critical necessity of Internet 

of Things (IoT) based healthcare applications is encryption that enables for safe and secure 

usage of electronic equipment. Data stored on and exchanged between devices may be 

safeguarded by use of ICMetric technology as well. Using the body's own defense mechanisms 

as inspiration, Liu et al. suggested a strategy to serve Internet of Things (IoT) security. When 

static security approaches may not be enough, the suggested solution employs a dynamic 

defensive framework for IoT security. Security threat identification, risk assessment, 

countermeasure development, security defense, and defense plan formulation are the five 

nodes that make up the proposed circular defense. The contextual link provides contextual 

information on IoT security. Using an immunity-based antigen and a genuine IoT detector, 

researchers created a simulation of the actual IoT infrastructure. They are modeling their 

system after the biological processes that identify and eliminate harmful microorganisms. The 

traffic control technique was established by Zhou and Chao, and they conducted tests to ensure 

its security. In order to ensure the safety of multimedia data transmission, processing, and 

Internet of Things (IoT) service, the MTSA was developed. In order to develop security 

primitives and protocols for IoT devices, Rose gave the example of physically unclonable 

functions (PUFs). He said that the PUF might improve security in the Internet of Things by 

generating secret keys or facilitating more stringent authentication procedures. To allow the 

small number of Internet of Things devices that can use "Datagram Transport Layer Security 

(DTLS)" with authentication to interact with one another and with other Internet-connected 

devices, Lessa dos Santos set up an architecture. The IoT Security Support Provider (IoTSSP) 

and two techniques for the 6LoWPAN Border Router (6LBR) to reroute the DTLS handshake 

to the IoTSSP form the backbone of this security architecture for the Internet of Things. 

Security attacks that try to disrupt, humiliate, or destroy any components or services in the IoT 

are addressed by Zegzhda and Stepanova's proposed solution, which employs topological 

sustainability to strengthen IoT security. The goal is to retain the topology of adaptive d-

regular graphs and take into account the changing specifications of IoT devices in order to 

guarantee their continued safety. In order to meet the needs of resource-constrained IoT 

devices, Raza designed Scalable Security with Symmetric Keys, which introduces a highly 

scalable and flexible key management system for DTLS security.Table 2 summarizes the 

potential solutions and the corresponding security need. 
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TABLE II. PROPOSED SOLUTIONS FOR IOT SECURITY 

 

SECURITY AND PRIVACY CHALLENGES FOR IOT 

Applications built on the Internet of Things have the potential to greatly improve our lives. It's 

possible that recent advances in wireless networking, sensor technology, and computing 

power, all of which are hallmarks of the Internet of Things, could soon prove decisive in the 

battle for consumers' wallets. It is expected that billions of everyday objects will gain 

connection and intelligence thanks to IoT applications. It's already being put to use in a broad 

range of fields. The manufacturing industry, the automotive industry, the medical industry, the 

logistics industry, the energy industry, the agriculture industry, and many others all make use 

of IoT advancements. Intelligent technologies may range from simple sensors to complex 

DNA analysis apparatus, depending on the application domain of a given IoT system. Apps 

and devices that make up the majority of IoT use cases are shown in Figure 1. 

 

Figure 1. IoT applications in different domains 
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SECURITY AND PRIVACY TAXONOMY OF IOT SYSTEMS 

A thorough review and categorization of the security and privacy requirements and features in 

IoT is necessary during the planning phase in order to design and implement the best security 

options, configuration, and create secure and privacy IoT technologies that can help both 

consumers and suppliers of IoT equipment have a greater understanding of the security and 

privacy attributes. Users mean "the security and privacy-related features, functions, 

procedures, services, and structures employed inside corporate information systems" when 

they refer about functionality. 

 

Figure 2. Taxonomy of IoT Security and Privacy 

Several fundamental rules, instructions, and procedures for establishing, maintaining, and 

improving an information security policy and ensuring the privacy of Controlled Unclassified 

Information apply to the contexts in which such systems operate (CUI). Records already 

established in relation to the Internet of Things (IoT) are either offered just in readable form 

without establishing a blueprint, or they lack certain security features, with an emphasis on 

privacy issues. The layered architectures of such papers are likewise complex. Systems are 

regularly developed even without the aid of security and privacy experts. In light of this, it is 

necessary to provide a comprehensive diagrammatic framework. In addition, it ought to be 

easily understood by everyone, not just specialists. As part of this interpretation, it is necessary 

to separate all features and functions connected to IoT's privacy and security and unify them 

using a standard lexicon. There must be uniform application of the rules and regulations, and 

the terminology must be organized. 

Because they collect so much personal information about users' identities, health, 

environments, locations, operations, regular tasks and responsibilities, and other sensitive data 

about people, businesses, and even militaries, privacy and security are essential to the 
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widespread adoption and support of IoT. Figure 2 shows a common taxonomy of IoT security 

and privacy in the form of a diagram. Several privacy and security problems relating to 

devices, data, networks, and users in the operational and enabling components of the Internet 

of Things (IoT) must be taken into consideration for better solutions to be developed. 

IOT PRIVACY ISSUES 

"The right of an entity (usually a human), acting on its own behalf, to select the degree to which 

it will interact with its surroundings," is how the Internet Security Glossary defines privacy in the 

Internet of Things. 

The goal of the Internet of Things (IoT) is for a network of devices to collect information from 

the surrounding environment and transmit that information along with relevant events to a server 

housing software. Device, storage, communication, and processing all need privacy 

management. One of the most pressing problems in the Internet of Things is ensuring the 

confidentiality of personal data. 

A. Device Privacy 

The Internet of Things (IoT) is vulnerable to attacks on its sensitive data due to the possibility of 

unwanted hardware or software access. For instance, an attacker who modifies a camera's code 

might cause it to communicate data not only to the official server, but also to the attackers 

themselves. 

There are a number of concerns that must be addressed in order to ensure the privacy of 

connected devices. For example, the Multi-Routing Random Walk Algorithm for Wireless 

Sensor Network (WSN) can be used to conceal the devices' locations, noise can hide the devices' 

identities, and the Quick Response Code technique can safeguard data in the event of theft. 

B. During Communication Privacy 

Encryption methods are routinely used to protect data while it is being sent across network 

channels. When packets are encrypted, additional data is included that may be used for tracing 

purposes. The use of a secure communication protocol may help address confidentiality 

concerns. Pseudonyms, when used with encryption during communication, may be a useful tool 

for reducing exposure. When possible, devices should avoid exchanging data until absolutely 

essential to limit the disclosure of personal information. As an additional measure, devices 

should be able to log out of the network after a certain amount of time of inactivity, thereby 

reducing the likelihood that their location would be tracked. Any time a trusted device is 

switched on, it must re-authenticate to the network before it can begin processing data. 

C. Privacy in Storage 

Limit the quantity of data you preserve to what is absolutely necessary to maintain the privacy of 

sensitive information. If there is a "need-to-know," then the information will be shared. Data 
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anonymization is a method of hiding the origin of stored data. If you have a database, you should 

only be able to view statistical data. Differential privacy or the addition of noise approach may 

be used to guarantee that the results are not dependent on the contents of any other records in the 

database. 

D. Privacy at Processing 

Processing of personal and sensitive information must be done appropriately and for the stated 

purpose. Before sharing sensitive information with any other parties, it is essential to get the 

consent of the data owner and verify the data owner's identity. The adoption of a digital rights 

management (DRM) system is a reliable strategy for regulating the ownership of transferred 

material and protecting it from unauthorized access or modification. Digital rights management 

(DRM) relies on the use of reliable, secure devices in order to function properly. Personal 

information should never be used, shared, or otherwise handled without first obtaining the 

consent and knowledge of the data owner. Notifying users may prevent the misuse of personal 

information and other sensitive data. 

CONCLUSION 

This article presented a brief introduction to the Internet of Things (IoT) and its three-tiered 

architecture, explored the primary IoT security issues and needs, and highlighted some possible 

solutions for security in the IoT. Threats to users' security and privacy pose a threat to the 

expansion of the Internet of Things. Complete security and privacy frameworks should be 

developed taking into account the difficulties of the IoT environment and other important issues. 

The security solutions provided should also take into account the limited resources of IoT 

devices. 
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