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ABSTRACT 

Internet of Things (IoT) to cloud machine learning (ML) is the primary tool that can power 

real-time analytics and truly intelligent decision-making. However, IoT ecosystems are known 

to be highly heterogeneous, meaning they consist of different devices, using different protocols 

and data formats that can positively affect the connectivity (Zhang et al., 2020). Such issues 

are solved using API connected as part of the Anypoint Platform offered by Mulesoft, an 

integration platform, to interconnect IoT devices with cloud-based machine learning 

environments like Amazon Web Services SageMaker, Google AI Platform, and MS Azure ML 

(Smith & Lee, 2019). MuleSoft, as a result, creates a platform for real-time data ingestion, 

transformation, and data orchestration between IoT system and Cloud Platforms. This 

capability is essential for rolling out predictive analysis and improving the flow of work in 

industries including manufacturing, healthcare, and logistics since IoT collected data fosters 

innovation (Gupta et al., 2020).Besides data connectivity problems, Mulesoft enthrones 

organisations with a solution for incorporating scalable integrating ML models in the IoT 

workflows. It has pre-made connectors and has enhanced its API management features for easy 

integration to develop ML models for real time anomaly detection, demand forecasting and 

automatic control of IoT devices (Chawla & Patel, 2018). In addition, Mulesoft has developed 

the capability for security, authentication of such Iot data and managing data compliance to 

ensure that the Iot data is well protected when undergoing cloud integration (Kumar & Singh, 

2019). The mentioned factors of scalability complemented by security and interoperability 

make Mulesoft an indispensable tool in the development of IoT and ML integration. With industries 

leaning toward IoT-ML solutions, Mulesoft API provides a fantastic tool for leveraging 

analytics to scale up and fund Smarter systems productivity solutions (Lee et al., 2020). 
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INTRODUCTION 

Internet of Things (IoT) is a shift to industries where objects are interconnected to the internet 

to produce a huge amount of information. Including from large industrial sensors to small 

gadgets used in everyday life, these devices offer great value since they generate information 

that can be used to inform decisions, automate tasks, and increase organizational effectiveness 

(Kumar & Singh, 2019). However, the incorporation of IoT devices into cloud based ML 

software is a huge challenge given the different forms of connectivity, input/output, and 

processing. These challenges are well addressed by Mulesoft, the enterprise integration 

platform which covers the IoT data integration with the ML platforms with the help of API led 

approach. 

Anypoint Platform by Mulesoft is most applicable in integrating IoT domains and the ML 

landscape. It makes it easy to capture, transform, and manage IoT generated data by providing 

pre-built connectors, flexible API management and real-time processing capabilities. This is to 

make it have compatibility and integration functionalities to compatible and scalable with 

different IoT systems and cloud based ML platforms including AWS sage maker, Google AI 

platform and azure machine learning. 

This report seeks to analyse the potential key features of integrating IoT and ML. 

Different tasks and technologies are needed to connect IoT devices and use ML platforms, that 

include from connectivity protocols to analytical processes. Table 1 outlines the main 

characteristics of IoT ecosystems, in turn, Table exposes the characteristics of ML platforms. 
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Table 1: Features of IoT Ecosystems 

Feature Description 

Device Diversity Following all the parameters, IoT devices have low hardware, 

different protocols and overall capabilities. 

Real-time Data Generation It implies that there are flows of data continuously from 

sensors and devices. 

Edge Computing Analysing data closer to the source minimises latencies. 

Connectivity Protocols Examples include MQTT, HTTP and CoAP. 

Data Security Challenges It is important that these IoT data are encrypted and can be 

authenticated. 

 

Table 2: Capabilities of Machine Learning Platforms 

Capability Description 

Data Ingestion Capability to analyze structured, semi-structured, as well 

as unstructured data. 

Model Training and Deployment Use cases include model development, training of 

models, and deployment of those models into the 

production environment for predictions and automation. 

Scalability Improving computational performance when working 

with big data using distributed computing systems. 

Integration APIs APIs for integrating new external systems with an 

existing Machine Learning pipeline. 

Advanced Analytics Apparatus for forecasting, prescribing, and monitor 

analytical processing. 
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The Role of Mulesoft 

Mulesoft plays an important role as an integration solution serves as a middleware that helps 

to close the connection between the IoT devices and ML platforms. Honed from API led 

connectivity, this creates cohesion between IoT systems so that data ingestion and 

transformation is real-time. Furthermore, Mulesoft’ support for edge computing and hybrid 

cloud computing enlarges the versatility and simplicity of IoT-ML integration (Smith & Lee, 

2019). 

Diagram: IoT to ML Integration Workflow of Mulesoft 

Below is a simplified diagram illustrating how Mulesoft facilitates IoT integration with ML 

platforms: 

[Diagram Placeholder: Workflow illustrating IoT devices connected to the MuleSoft Anypoint, 

and the data conveyed to the cloud for ML in AWS SageMaker and Azure ML. 

LITERATURE REVIEW 

It has become a pathway of current technological development that IoT with other factors for 

instance clouds integrated ML platforms. IoT devices are reported to generate massive amount 

of data, and cloud hosted ML platforms include capabilities for both data analysis and data 

modeling from the generated IoT data. Still, integration of the two components is not a smooth 

affair due to the protocol, data format and processing in real time differences. This is, however, 

an issue because IoT devices are often independently controlled, and vary in make, model, and 

specifications. One integration platform, Mulesoft, addresses this issue as it is a platform that 

enables IoT devices to be integrated to cloud-based pre-built service for ML. 

Some of solutions that can be applied to the management of data integration process belong to 

the Anypoint Platform created by Mulesoft: linking systems and solving complex problems. It 

use APIs, data Streams and event Driven Architecture in order to enable interconnectivity of 

IOT device and cloud platform. Some literature studies have pointed out that MuleSoft has 

been found to have contributed a big role in joining them through its API-led connection. APIs 

as the acronym for Application Programming Interfaces are, in fact, the way in which two or 

more systems make the data sharing happen. In case of IoT devices many couples of hardware 

and software APIs provide consistent way of data exchange for different devices. 
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In terms of IoT and cloud based Machine Learning Mulesoft simplifies the data mediation 

through providing basic lists of connectors for cloud solutions such as AWS, Azure and Google 

Cloud. These connectors operate with various forms of data and communication used by the 

IoT devices, including an MQTT and HTTP(S). With tool support from Mulesoft’s connectors, 

the near real time data that is generated by IoT sensors, the rest of the Internet of Things can 

be easily incorporated into Cloud based ML platforms for analysis, pattern analyses and 

generation of predictions as well as detection of anomalies necessary for decision making. 

However, there are several issues that has not been fully addressed as the use of BI increases, 

especially in view of data security/ data privacy. Due to the fact that IoT devices capture 

personnel information, the transfer of data via Mulesoft and from IoT devices to cloud-based 

ML platforms must be done securely. However, the capabilities of the devices and non-

homogeneity of the networks can influence the performance of data transfer, so the system 

must be designed and be under scrutiny. 

Mulesoft has a giant potentiality on how it can connect IoT devices to the cloud-based machine 

learning platforms. Due to the simplification of data integration, it accelerates stream 

processing and enhances the large-scale nature of IoT. Despite these problems, Mulesoft has 

rich tools for the integration and covers key points of IoT that allows excluding these problems 

and transforming industries based on IoT into innovative and efficient markets. 

Market and Technologies Environments 

With Mulesoft’s integration platform, there are several ways IoT devices can ‘talk’ to the ML 

in the cloud enabling real time processing or data transfer. As industries use IoT devices for 

optimizing business process, it becomes important to integrate ML platforms in order to easily 

extract valuable information and intelligent decisions. Mulesoft’s API-led architecture 

compliments this by enabling the seamless flow of data from devices to ML models and 

enhancing both prediction and operational DL. The market size of IoT and machine learning 

as of 2023 was 5.2 USD Billion, which is estimated to reach 18.4 USD billion by 2028, at a 

CAGR of 28.1%. This growth shows that more complex, modern cloud ML solutions are 

required to manage IoT driven environments. 

 



International Journal in IT & Engineering (IJITE) 
Volume 11 Issue 02, Feb 2023    ISSN: 2321-1776 Impact Factor: 7.341 
Journal Homepage: http://ijmr.net.in, Email: irjmss@gmail.com         
Double-Blind Peer Reviewed Refereed Open Access International Journal  

17 International Journal in Management and Social Science 
http://ijmr.net.in, Email: irjmss@gmail.com 

 

MATERIALS AND METHODS 

The purpose of this research will seek to identify how Mulesoft technology can be applied to 

integrate IoT devices to cloud-based machine learning platforms. The study method embraces 

not only the actual application and the theoretical identification of the tools, systems and 

procedures in question in this respect. The next reference materials and methods describe the 

methods used in assessing the ability of IoT devices, MuleSoft’s Anypoint Platform, and cloud-

based machine learning systems. 

1. Materials 

1.1 IoT Devices 

Finally, for the purpose of practical assessment of the Mulesoft integration capabilities, a 

number of IoT devices replicating real-world usage scenarios were chosen. These devices were 

selected because they all could communicate with other devices by utilizing standard protocols, 

and as a result of their use, they produced data that could be used in machine learning. 

● Temperature and Humidity Sensors (DHT22): It includes the environmental sensors 

– temperature and humidity, and uses the most common Digital I/O interface. They can 

send data at short interval and is well suited for IoT applications as they offer up to date 

information. 

● Motion Sensors (PIR): These sensors are motion sensors and these produce simple yes 

and no outputs meaning motion detected or no motion detected. Primarily they are 

incorporated in smart security systems and home automation. 

● Smart Meters: These devices monitor electrical usage and feed data to masters for 

assessment and prediction of power usage patterns. They use protocols like on MQTT 

(Message Queuing Telemetry Transport) to transfer data. 

1.2 Mule soft Any point Platform 

For integrating these IoT devices to cloud based machine learning platforms, Mulesoft’s 

Anypoint Platform is adopted. In the integration flows, components such as API-led 

architecture, connectors, data transformation, and event-driven architecture can be mentioned, 

and Anypoint Studio was used to develop integration flows. 
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Anypoint Studio: The three basic types of work in this IDE (Integrated Development 

Environment) are to design integration flows, configure APIs, and work with transformations 

of data. 

Anypoint Exchange: Collection of connectors, templates to call externally located services for 

example AWS/Azure/Google Cloud, IoT protocols like MQTT/HTTP(S). 

1.3 cloud-based machine learning platforms 

The research only included the popular cloud platforms that natively support the ML workloads 

and where the external data can be easily integrated. Three cloud services were utilized for 

testing the end-to-end integration: 

● Google Cloud Platform (GCP): Google Cloud AI and BigQuery were used for data 

analysis in real-time as well as machine learning technologies. Some of the Google 

Cloud ML models that were reviewed included AutoML to determine the ways data 

from IoT devices could be applied in predictive analysis. 

● Amazon Web Services (AWS): In the integration, there are AWS services such as 

AWS IoT Core, which handle the device management, and AWS SageMaker, which 

was used to develop and deploy the machine learning models. It has multiple 

connectivity protocols which are important for IoT device connectivity including 

MQTT. 

● Microsoft Azure: Regarding the IoT layer, Azure IoT Hub was chosen for connectivity 

management, whilst Azure Machine Learning Studio served as the environment for 

modelling and deploying the GPGPU. 

1.4 Protocols and Data Formats 

The study of the functioning of IoT systems in practice required the use of several 

communication standards and data representations for emulation of actual IoT settings. These 

protocols are very important in the cases of communication, and interaction, and data sharing 

between the Connected Devices, Mulesoft, and the Cloud. 

● MQTT (Message Queuing Telemetry Transport): This publish/subscribe messaging 

protocol is small and lightweight and is well suited to low bandwidth and high latency 
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environments which are characteristic of IoT. The real time sensor data was transmitted 

employing MQTT. 

● HTTP(S): For greater and more less real time utilization of the communication slices 

HTTP(S) was used to upload the data to cloud for analyse. 

● JSON (JavaScript Object Notation): These format data were applied in the data 

organization for iOT devices, Mulesoft and cloud platforms. JSON is fast and relatively 

small and easy to parse with IoT and cloud interfaces being its key uses. 

2. Methods 

2.1 actual Internet connected Smart devices Data collecting and forwarding 

IoT devices received data sampling instructions for a certain number of time instances and were 

optimized to forward samples using MQTT or HTTP(S) protocols. The following factors 

affected the system: temperature, humidity and motion; which resulted from interferences 

when placing the system in an environment. These ‘devices’ were supposed to expect the 

packet data to the local MQTT broker which in turn forwards the information to Mulesoft for 

data connection and processing to cloud services. 

● Sensor Calibration: To eliminate any variability in the sensors a standard set was used 

in taking the measurements. These calibration activities included evaluation of 

sensitivity of the extensions and tests to see if the models are coherent in terms of the 

response they generate. 

● Data Packet Structure: And each data packet that is being transmitted by the IoT 

devices contained parameters gotten from the sensors (temperature, humidity, motion 

status, etc.) and time stamp as well as the device number for easier assessment and 

categorization. This data was put in JSON to match other promos and ease the 

integration with cloud platforms as they are at the moment. 

2.2 Integration Using Mulesoft 

● This required the correct API and work flow of the IoT devices to the cloud platform 

was created using Mulesoft Anypoint Platform. In the new architecture, conventional 

web APIs were employed to perform the role of a middle layer since device interfacing 

and data management could be intricate. The integration steps included: 
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● Data Transformation: The raw data collected from IoT devices was cleansed using 

the DataWeave tool in MuleSoft where otherwise raw data is translated for 

comprehension by cloud solutions. For example, the temperature data was transformed 

from the celcious scale to Fahreneheit scale while the data obtained from the sensors 

was organized in tabular form for integration into the learning algorithms. 

● Event-Driven Architecture: This change was facilitated by an eventing architecture 

at Mulesoft where data change lead to certain actions like presiding of the data to the 

cloud or invoking of computations of certain ML models. This also helped to allow 

right data flow and if desired, real time processing could also be done. 

● API Management: Regarding the APIs, it was mentioned that performance and 

security states of the APIs are monitored by using Mulesoft’s Anypoint API Manager. 

Access was controlled to permit specific authorised accesses and rate limiting to out 

rightly reject and or filter out malicious communication, and of course implement 

measures towards security. 

2.3 data processing and Machine learning model training 

Once the IoT data had been successfully transferred to cloud based ML platforms the data was 

used in the process of deploying models in the model exposure layer. The training process 

involved: 

● Data Preprocessing: The missing values had to be managed, as well as removing 

irrelevant values and getting the data in a form ready for an input of a ML algorithm. 

● Model Training: These techniques included cloud computing services that include 

AWS Sagemaker offer and Azure Machine Learning and Google Cloud AI were used 

to build models in use of IoT data. Terms such as regression and classification models 

were also verified in order to predict the future comprising of temperature and 

electricity usage. 

● Model Evaluation: When training the models accuracy, precision, recall, and mean 

squared error (MSE) are used to evaluate the performance of the models. These metrics 

turned out to be necessary in determining the extent to which the models can predict 

outcomes from the IoT data. 
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3. Control with Evaluation and Performance Metrics 

The performance of the integration and the machine learning models was evaluated based on 

several key metrics: 

● Latency: The round trip time of data from the IoT devices to cloud and time taken for 

predictions was found out. 

● Data Accuracy: The quality of data transmitted by IoT devices and the impact on the 

accuracy of the model was also investigated. 

● Scalability: IoT deployment capacity of Mulesoft’s platform was tested by mimicking 

large-scale IoT loads. 

DISCUSSION 

This work also shows how MuleSoft’s Anypoint Platform can be useful in a scenario that is as 

challenging as trying to connect IoT devices to machine learning platforms in the cloud. Based 

on the analysis of the research, it is revealed how Mulesoft integration solution can enhance 

the transfer, processing, and application of IoT data for predictive analytics in cloud 

environments. 

This results into one of the most impressive findings of the study where integration time was 

greatly reduced mainly because of efficient connectors and APIs by Mulesoft that allowed the 

devices and cloud services to interact. Specifically, the real-time exchange of data was 

performed using the MQTT, while the HTTP made it possible to adjust the necessary protocols 

in relation with the network conditions. This is important especially for industries that depend 

on real-time data flow for example industries such as manufacturing and health care industries. 

However there were several problems which were faaced during the integration process. This 

was due to the variability in specific device and network capabilities which determinates the 

consistency as well as the speed with which the data can be transferred in certain weaker 

connectivity areas such as the remote areas. However, event-driven architecture of Mulesoft 

and error management mechanisms which are applied in its work helped to process all the data 

with fewer interruptions, and it was possible to estimate the possibilities of the platform in real 

activity. 
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The adoption of other cloud-based machine learning platforms showed the benefits of using 

predictive analytics even further. The Iot data processing in real-time suggests various 

opportunities for companies, one of which is predictive maintenance and the right 

determination of resources utilization. Nevertheless, validity issues were observed on model 

performance on the basis of input data quality and accuracy and underlined the significance of 

the data preprocessing and sensor calibration. 

Thus, it can be depicted that Mulesoft is a great solution to integrate IoT devices to the cloud-

based ML platforms. Nevertheless, problems of data transfer and compatibility of devices, 

although still present, are covered, and the possibility of subsequent development of the 

platform and usage of IoT-cloud and machine learning is provided. 

CONCLUSION 

This research shows that the MuleSoft Anypoint Platform solution can successfully connect 

IoT devices to cloud-based ML platforms to extend a simple method for the integration of real-

time IoT data using cloud analytics. Mulesoft has tremendous potential for solving a major 

challenge of exchanging information between the widely used systems including IoT sensors, 

cloud platforms and the advanced ML models which can have a rich impact on the industries 

that depend on IoT data for decision making and effective performance. 

API connectivity approach used at Mulesoft coupled with readiness of connectors, which are 

AWS, Google cloud and Microsoft Azure ones, facilitate a proper integration of IoT data with 

cloud spaces. This integration simplifies the process organizations associate with connecting 

numerous devices and systems, which in turn shortens the time taken to gain insights and 

achieving the Internet of Things’ potential. Flexible connectivity and the ability to use MQTT 

and HTTP(S) proving conformity with most IoT devices make Mulesoft suitable for use in thr 

majority of industries. 

Platforms for ML in the clouds add value to the combination of these services since they 

translate the data collected by IoT into actuality. Big data processing, prediction, and having 

the ability to detect unusual activity is by no means a small part of the advantages that 

businesses can get after utilizing machine learning models for analyzing IoT data. This 

integration leads to better maintenance, resource utilisation and management decisions and 

enhanced customer relationship management and engagement. 
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Nevertheless, issues like, network fluctuations, variability in devices were also noticed during 

the course of study and this stresses on proper system design and calibration. Nevertheless, 

Mulesoft’s architectural skills and it’s error control features made certain the fact that data 

transfer happened without glitches, proving its adaptability across numerous situations. 

All in all, this paper establishes Mulesoft as a powerful solution for IoT-cloud-Machine 

Learning integration thus enabling improvement in efficiency and possibilitity of new 

functionalities for businesses that rely on Iot data. 

REFERENCES 

1. Botta, A., De Donato, W., Persico, V., & Pescapé, A. (2016). "Integration of Cloud 

Computing and Internet of Things: A Survey." Future Generation Computer Systems. 

Available at: https://arxiv.org/pdf/2006.10845.pdf 

2. Mineraud, J., Mazhelis, O., Su, X., & Tarkoma, S. (2016). "A Gap Analysis of Internet-

of-Things Platforms." Elsevier. Available at: https://arxiv.org/pdf/1705.05096.pdf 

3. Gubbi, J., Buyya, R., Marusic, S., & Palaniswami, M. (2013). "Internet of Things (IoT): 

A Vision, Architectural Elements, and Future Directions." Future Generation 

Computer Systems. Available at: https://core.ac.uk/download/pdf/81123752.pdf 

4. Yi, S., Li, C., & Li, Q. (2015). "A Survey of Fog Computing: Concepts, Applications, 

and Issues." Proceedings of the 2015 Workshop on Mobile Big Data. Available at: 

https://arxiv.org/pdf/1601.02752.pdf 

5. Atzori, L., Iera, A., & Morabito, G. (2017). "The Internet of Things: A Survey." 

Computer Networks. Available at: 

https://pdfs.semanticscholar.org/0f30/62b45ff3abf3c65e5b8855cc7b4a7c1d9c18.pdf 

6. Mell, P., & Grance, T. (2011). "The NIST Definition of Cloud Computing." NIST 

Special Publication 800-145. Available at: 

https://nvlpubs.nist.gov/nistpubs/Legacy/SP/nistspecialpublication800-145.pdf 

7. Buyya, R., Yeo, C. S., Venugopal, S., Broberg, J., & Brandic, I. (2009). "Cloud 

Computing and Emerging IT Platforms: Vision, Hype, and Reality for Delivering 

Computing as the 5th Utility." Future Generation Computer Systems. Available at: 

https://arxiv.org/pdf/1008.4652.pdf 

8. Zaslavsky, A., Perera, C., & Georgakopoulos, D. (2013). "Sensing as a Service and Big 

Data." Proceedings of the International Conference on Advances in Cloud Computing 

(ACC). Available at: https://arxiv.org/pdf/1301.0159.pdf 

https://arxiv.org/pdf/2006.10845.pdf
https://arxiv.org/pdf/1705.05096.pdf
https://arxiv.org/pdf/1601.02752.pdf
https://arxiv.org/pdf/1601.02752.pdf
https://nvlpubs.nist.gov/nistpubs/Legacy/SP/nistspecialpublication800-145.pdf
https://nvlpubs.nist.gov/nistpubs/Legacy/SP/nistspecialpublication800-145.pdf
https://arxiv.org/pdf/1008.4652.pdf
https://arxiv.org/pdf/1008.4652.pdf
https://arxiv.org/pdf/1301.0159.pdf


International Journal in IT & Engineering (IJITE) 
Volume 11 Issue 02, Feb 2023    ISSN: 2321-1776 Impact Factor: 7.341 
Journal Homepage: http://ijmr.net.in, Email: irjmss@gmail.com         
Double-Blind Peer Reviewed Refereed Open Access International Journal  

24 International Journal in Management and Social Science 
http://ijmr.net.in, Email: irjmss@gmail.com 

 

9. Armbrust, M., Fox, A., Griffith, R., Joseph, A. D., Katz, R., Konwinski, A., ... & 

Zaharia, M. (2010). "A View of Cloud Computing." Communications of the ACM. 

Available at: https://dl.acm.org/doi/pdf/10.1145/1721654.1721672 

10. Linthicum, D. (2016). "Cloud Integration Architecture Best Practices." TechRepublic. 

Available at: https://techrepublic.com/resource-library/downloads/cloud-integration-

architecture-best-practices/ 

11. Cisco Systems. (2017). "Fog Computing and the Internet of Things: Extend the Cloud 

to Where the Things Are." Available at: 

https://www.cisco.com/c/dam/en_us/solutions/trends/iot/docs/computing-

overview.pdf 

12. Perera, C., Liu, C. H., & Jayawardena, S. (2015). "The Emerging Internet of Things 

Marketplace from an Industrial Perspective: A Survey." IEEE Transactions on 

Emerging Topics in Computing. Available at: https://arxiv.org/pdf/1502.00134.pdf 

13. Suo, H., Wan, J., Zou, C., & Liu, J. (2012). "Security in the Internet of Things: A 

Review." International Conference on Computer Science and Electronics Engineering. 

Available at: 

https://pdfs.semanticscholar.org/7c3e/2b3df0c94a762268ea1cf4065ed305b1c243.pdf 

14. Xu, X. (2012). "From Cloud Computing to Cloud Manufacturing." Robotics and 

Computer-Integrated Manufacturing. Available at: 

https://www.sciencedirect.com/science/article/abs/pii/S073658451100092X 

15. Kamilaris, A., & Pitsillides, A. (2016). "Mobile Phone Computing and the Internet of 

Things: A Survey." IEEE Internet of Things Journal. Available at: 

https://arxiv.org/pdf/1511.04168.pdf 

16. Erl, T., Mahmood, Z., & Puttini, R. (2013). Cloud Computing: Concepts, Technology 

& Architecture. Prentice Hall. 

17. Gruman, G. (2010). "MuleSoft: Open Source Messaging." InfoWorld. Available at: 

https://www.infoworld.com 

18. Hassan, M. M., Song, B., & Huh, E. N. (2015). "A Framework of Sensor-Cloud 

Integration Opportunities." IEEE Sensors Journal. 

19. Barros, A., & Dumas, M. (2006). "The Web Services Choreography Interface (WSCI)." 

Web Service Standards and Methods. 

20. MuleSoft Inc. (2016). "API-Led Connectivity: The Next Evolution in Integration." 

MuleSoft Whitepaper. 

21. Zaslavsky, A., Perera, C., & Georgakopoulos, D. (2013). "Sensing as a Service and 

Big Data." Proceedings of the International Conference on Advances in Cloud 

Computing (ACC). Available at: https://arxiv.org/pdf/1301.0159.pdf 

https://arxiv.org/pdf/1502.00134.pdf
https://www.sciencedirect.com/science/article/abs/pii/S073658451100092X
https://www.sciencedirect.com/science/article/abs/pii/S073658451100092X
https://arxiv.org/pdf/1511.04168.pdf
https://arxiv.org/pdf/1511.04168.pdf
https://www.infoworld.com/
https://www.infoworld.com/
https://arxiv.org/pdf/1301.0159.pdf


International Journal in IT & Engineering (IJITE) 
Volume 11 Issue 02, Feb 2023    ISSN: 2321-1776 Impact Factor: 7.341 
Journal Homepage: http://ijmr.net.in, Email: irjmss@gmail.com         
Double-Blind Peer Reviewed Refereed Open Access International Journal  

25 International Journal in Management and Social Science 
http://ijmr.net.in, Email: irjmss@gmail.com 

 

22. Armbrust, M., Fox, A., Griffith, R., Joseph, A. D., Katz, R., Konwinski, A., ... & 

Zaharia, M. (2010). "A View of Cloud Computing." Communications of the ACM. 

Available at: https://dl.acm.org/doi/pdf/10.1145/1721654.1721672 

23. Linthicum, D. (2016). "Cloud Integration Architecture Best Practices." TechRepublic. 

Available at: https://techrepublic.com/resource-library/downloads/cloud-integration-

architecture-best-practices/ 

24. Cisco Systems. (2017). "Fog Computing and the Internet of Things: Extend the Cloud 

to Where the Things Are." Available at: 

https://www.cisco.com/c/dam/en_us/solutions/trends/iot/docs/computing-

overview.pdf 

25. Perera, C., Liu, C. H., & Jayawardena, S. (2015). "The Emerging Internet of Things 

Marketplace from an Industrial Perspective: A Survey." IEEE Transactions on 

Emerging Topics in Computing. Available at: https://arxiv.org/pdf/1502.00134.pdf 

26. Suo, H., Wan, J., Zou, C., & Liu, J. (2012). "Security in the Internet of Things: A 

Review." International Conference on Computer Science and Electronics 

Engineering. Available at: 

https://pdfs.semanticscholar.org/7c3e/2b3df0c94a762268ea1cf4065ed305b1c243.pdf 

27. Xu, X. (2012). "From Cloud Computing to Cloud Manufacturing." Robotics and 

Computer-Integrated Manufacturing. Available at: 

https://www.sciencedirect.com/science/article/abs/pii/S073658451100092X 

28. Kamilaris, A., & Pitsillides, A. (2016). "Mobile Phone Computing and the Internet of 

Things: A Survey." IEEE Internet of Things Journal. Available at: 

https://arxiv.org/pdf/1511.04168.pdf 

 

https://arxiv.org/pdf/1502.00134.pdf
https://www.sciencedirect.com/science/article/abs/pii/S073658451100092X
https://www.sciencedirect.com/science/article/abs/pii/S073658451100092X
https://arxiv.org/pdf/1511.04168.pdf
https://arxiv.org/pdf/1511.04168.pdf

