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ABSTRACT 
 
Data transmission is boon to communication. In having secured and efficient data transfer 

within allotted bandwidth, the compression and encryption technology are of vital importance. 

The way in which data is compressed and encrypted also plays major role for optimization. 

Having compression after encrypting the source yields better result than with other case. 

Security is enhanced by having two separate keys for data and image.  

 

With an encrypted image containing additional data, if a receiver has the data-hiding key, it 

can extract the additional data though it does not know the image content. If the receiver has 

the encryption key, it can decrypt the received data to obtain an image similar to the original 

one, but cannot extract the additional data. If the receiver has both the data-hiding key and the 

encryption key, it can extract the additional data and recover the original content without any 

error by exploiting the spatial correlation in natural image when the amount of additional data 

is not too large. 

 

Index Terms: Data Hiding, Encryption, Decryption, correlation. 
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I .INTRODUCTION 
 
Encryption is the process of transforming information (referred to as plaintext) using 

an algorithm (called a cipher) to make it unreadable to anyone except those possessing special 

knowledge, usually referred to as a key. The result of the process is information (in 

cryptography, referred as cipher text). The reverse process, i.e., to make the encrypted 

information readable again, is referred as decryption (i.e., to make it unencrypted).  

 

 

The objective of image compression is to reduce irrelevance and redundancy of the image 

data in order to be able to store or transmit data in an efficient form. Image compression may 

be lossy or lossless. Lossless compression is preferred for archival purposes and often for 

medical imaging, technical drawings, clip art, or comics. This is because lossy compression 

methods, especially when used at low bit rates, introduce compression artifacts. Lossy 

methods are especially suitable for natural images such as photographs in applications where 

minor (sometimes imperceptible) loss of fidelity is acceptable to achieve a substantial 

reduction in bit rate. The lossy compression that produces imperceptible differences may be 

called visually lossless. 

 

Encryption, by itself, can protect the confidentiality of messages, but other techniques are still 

needed to protect the integrity and authenticity of a message; for example, verification of 

a message authentication codes  (MAC) or a digital signature. Standards and cryptographic 

software and hardware to perform encryption are widely available, but successfully using 

encryption to ensure security may be a challenging problem. A single slip-up in system design 

or execution can allow successful attacks. Sometimes an adversary can obtain unencrypted 

information without directly undoing the encryption. See, e.g., traffic analysis, TEMPEST, 

or Trojan horse. 
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When doing compression before the encryption there is not improvement in compression 

gain. Moreover the information security plays a vital role than any other parameters in 

network communication. Considering all the factors in mind a solution must be attained that 

could satisfy security transmission as well as data compaction, which facilitates freer 

bandwidth for additional data transfer in the same time interval.  

 

The source is first compressed to its entropy rate using a standard source coder. Then, the 

compressed source is encrypted using one of the many widely available encryption 

technologies. At the receiver, decryption is performed first, followed by decompression. In 

this paper, we investigate the novelty of reversing the order of these steps, i.e., first encrypting 

and then compressing the encrypted source, as shown in Fig. 2. The compressor does not have 

access to the cryptographic key, so it must be able to compress the encrypted data (also called 

ciphertext) without any knowledge of the original source. At first glance, it appears that only a 

minimal compression gain, if any, can be achieved, since the output of an encryption will look 

very random.  

 

However, at the receiver, there is a decoder in which both decompression and decryption are 

performed in a joint step. A significant compression ratio can be achieved if compression is 

performed after encryption. This is true for both lossless and lossy compression. In some 

cases, we can even achieve the same compression ratio as in the standard case of first 

compressing and then encrypting. The fact that we can still compress the encrypted source 

follows directly from distributed source-coding theory. 

 
 
II.EXISTING METHODS 

 
As an effective and popular means for privacy protection, encryption converts the ordinary 

signal into unintelligible data, so that the traditional signal processing usually takes place 

before encryption or after decryption. However, in some scenarios that a content owner does 
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not trust the processing service provider, the ability to manipulate the encrypted data when 

keeping the plain content unrevealed is desired. 

 

 

 

 

 

 
 
 
 
 
 
 
 
 

 
 

                                        Fig.1 Existing encryption methodology 

 

For instance, when the secret data to be transmitted are encrypted, a channel provider without 

any knowledge of the cryptographic key may tend to compress the encrypted data due to the 

limited channel resource. While an encrypted binary image can be compressed with a lossless 

manner by finding the syndromes of low-density parity-check codes [3], a lossless 

compression method for encrypted gray image using progressive decomposition and rate-

compatible punctured turbo codes is developed in [2]. With the lossy compression method an 

encrypted gray image can be efficiently compressed by discarding the excessively rough and 

fine information of coefficients generated from orthogonal transform. 

 

When having the compressed data, a receiver may reconstruct the principal content of original 

image by retrieving the values of coefficients. The computation of transform in the encrypted 
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domain has also been studied. Based on the homomorphic properties of the underlying 

cryptosystem, the discrete Fourier transform in the encrypted domain can be implemented.  

 

A composite signal representation method packing together a number of signal samples and 

processing them as a unique sample is used to reduce the complexity of computation and the 

size of encrypted data. In a buyer–seller watermarking protocol, the seller of digital 

multimedia product encrypts the original data using a public key, and then permutes and 

embeds an encrypted fingerprint provided by the buyer in the encrypted domain. After 

decryption with a private key, the buyer can obtain a watermarked product. This protocol 

ensures that the seller cannot know the buyer’s watermarked version while the buyer cannot 

know the original version. 

 
 
 
III. PROPOSED METHODOLOGY 
 
 

The proposed scheme is made up of image encryption, data embedding and data-

extraction/image-recovery phases. The content owner encrypts the original uncompressed 

image using an encryption key to produce an encrypted image. Then, the data-hider 

compresses the least significant bits (LSB) of the encrypted image using a data-hiding key to 

create a sparse space to accommodate the additional data. At the receiver side, the data 

embedded in the created space can be easily retrieved from the encrypted image containing 

additional data according to the data-hiding key. Since the data embedding only affects the 

LSB, a decryption with the encryption key can result in an image similar to the original 

version. 
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                                            Fig.2 Flow diagram of proposed method 
 

When using both of the encryption and data-hiding keys, the embedded additional data can be 

successfully extracted and the original image can be perfectly recovered by exploiting the 

spatial correlation in natural image. Fig. 2 shows the three cases at the receiver side. 

 
 
 

 
 
 
 
 
 
 
 
 
 

 
 
 
 

 
                                  Fig.3 Proposed receiver architecture 
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We will consider the three cases as in fig 3 that a receiver has only the data-hiding key, only 

the encryption key, and both the data-hiding and encryption keys, respectively. With an 

encrypted image containing embedded data, if the receiver has only the data-hiding key, he 

may first obtain the values of the parameters M,L and S from the LSB of the Np selected 

encrypted pixels. Then, the receiver permutes and divides the other N-Np pixels into (N-Np)/L 

groups and extracts the S embedded bits from the M LSB-planes of each group. When having 

the total (N-Np)*(S/L) extracted bits, the receiver can divide them into Np original LSB of 

selected encrypted pixels and (N-Np)*(S/L) - Np additional bits. Note that because of the 

pseudo-random pixel selection and permutation, any attacker without the data-hiding key 

cannot obtain the parameter values and the pixel-groups, therefore cannot extract the 

embedded data. Furthermore, although the receiver having the data-hiding key can 

successfully extract the embedded data, he cannot get any information about the original 

image content. Consider the case that the receiver has the encryption key but does not know 

the data-hiding key. Clearly, he cannot obtain the values of parameters and cannot extract the 

embedded data. 

 

However, the original image content can be roughly recovered. Denoting the bits of pixels in 

the encrypted image containing embedded data as B’i,j,0, B’i,j,1, …….B’i,j,(1<=i<=N1  and 

1<=j<=N2 ), the receiver can decrypt the received data  

b’ij,n=B’ij,n      rij,n         

  

where rij,n  are derived from the encryption key. The gray values of decrypted pixels are 

P’ij,n=2
n
(b’ijo+b’ij1+…….+b’ij ).         

 

Since the data-embedding operation does not alter any MSB of encrypted image, the 

decrypted MSB must be same as the original MSB. So, the content of decrypted image is 

similar to that of original image. The probability of this case is (1/2
S
), and, in this case, the 
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original(M*L-S) bits in the M LSB-planes can be correctly decrypted. Since S is significantly 

less than M*L, we ignore the distortion at other S decrypted bits. If there are nonzero bits 

among B(k,M*L-S+1), B(k,M*L-S+2),…… B(k,M*L), the encrypted data in the M LSB-

planes have been changed by the data-embedding operation, so that the decrypted data in the 

M LSB-planes differ from the original data. The distortion in the Np selected pixels is also 

ignored since their number is significantly less than the image size N. So, the value of PSNR 

in the directly decrypted image is   

PSNR=10*(log10(AE))       

Where AE is average energy of distortion. Table I gives the theoretical values of PSNR with 

respect to S and M. 

 

If the receiver has both the data-hiding and the encryption keys, he may aim to extract the 

embedded data and recover the original image. According to the data-hiding key, the values 

of M, L and S, the original LSB of the Np selected encrypted pixels, and the (N- Np ).(S/L)- 

Np) additional bits can be extracted  from the encrypted image containing embedded data. By 

putting the Np LSB into their original positions, the encrypted data of the Np selected pixels 

are retrieved, and their original gray values can be correctly decrypted using the encryption 

keys. In the following, we will recover the original gray values of the other (N- Np ) pixels. 

For each vector, we attempt to put the elements in it to the original positions to get an 

encrypted pixel-group and then decrypt the pixel-group using the encryption key. Denoting 

the decrypted pixel-group as Gk and the gray values in it as ti,j , calculate the total difference 

between the decrypted and estimated gray values in the group. The estimated gray values is 

generated from the neighbors in the directly decrypted image. 

 

Clearly, the estimated gray values in (16) are only dependent on the MSB of neighbor pixels. 

Thus, we have 2
S
 different D corresponding to the 2

S
 decrypted pixel-group Gk. Among the 2

S
 

decrypted pixel-group, there must be one that is just the original gray values and possesses a 
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low D because of the spatial correlation in natural image. So, we find the smallest D and 

regard the corresponding vector as the actual vector and the decrypted ti,j as the recovered 

content. As long as the number of pixels in a group is sufficiently large and there are not too 

many bits embedded into each group, the original content can be perfectly recovered by the 

spatial correlation criterion. Since the 2
S
different D must be calculated in each group, the 

computation complexity of the content recovery is O(N.2
S
). On the other hand, if more 

neighboring pixels and a smarter prediction method are used to estimate the gray values, the 

performance of content recovery will be better, but the computation complexity is higher. 

 
IV.SIMULATION RESULTS 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 

 
 
 
                             Fig.4 image before encryption and data hiding 
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                                      Fig.5 View of encrypted and data hided image 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
                                             Fig.6 Image and data recovery in bit format 
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V. CONCLUSION   
  
A novel scheme for separable reversible data hiding in encrypted image is proposed, which 

consists of image encryption, data embedding and data-extraction/image-recovery phases. In 

the first phase, the content owner encrypts the original uncompressed image using an 

encryption key. Although a data-hider does not know the original content, he can compress 

the least significant bits of the encrypted image using a data-hiding key to create a sparse 

space to accommodate the additional data. With an encrypted image containing additional 

data, the receiver may extract the additional data using only the data-hiding key, or obtain an 

image similar to the original one using only the encryption key. When the receiver has both of 

the keys, he can extract the additional data and recover the original content without any error 

by exploiting the spatial correlation in natural image if the amount of additional data is not too 

large. If the lossless compression method in [1] or [2] is used for the encrypted image 

containing embedded data, the additional data can be still extracted and the original content 

can be also recovered  since the lossless compression does not change the content of the 

encrypted image  containing embedded data. However, the lossy compression method in [3]    

compatible with encrypted images generated by pixel permutation is not suitable here since 

the encryption is performed by bit-XOR operation. In the future, a comprehensive 

combination of image encryption and data hiding compatible with lossy compression deserves 

further investigation.  
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